Cara Junior School Data Protection Policy

| Introductory Statement

Thie Data Protection Policy applies to the personal daia held by the school and is protecied
by the Data Protection Acts 1988 and 2003. The policy applies to 2l school staff, the board of
management, parents/guardians, students and cthers (including prospeciive or potential
students and their parenisiguardians, and applicants for staff positions within the schoal)
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confidential information is protected in compliance with relevant legislation. This policy sets
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school,

| Scope

The purpose of this policy is to assist the school to meet s statulory cbligations, to explain
those obligations 1o school staff and to inform staff, students and their parents/guardians. how
their data will be treated.

The policy applies to all school staff, the board of management, parenis/quardians, students
and others (including prospective or polential studenis and fheir parenis/guardians, and
applicants for staff positions within the school) insofar as the school handles or processes
their Personal Data in the course of their dealings with the school.

| Rationale

In addition fo its legal obligations under the broad remil of educational legisistion, the school
has a legal responsibility to comply with the Data Protection Acts. This policy explains what
sort of dala is collecied, why it is collecied, for how long it will be stored, and with whom it will
be shared. As more and more data is generaled electronically and as technological advances
énable the easy distribution and retention of this data, the challenge of meeting the schoal's
legal responsibilties has increased. The school lakes #s responsibiliies under Data
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individuals”" personal data. i is also recognised that recording faciual information accurately
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and also enabling the principal and board of management to make decisions in respect of the
efficient running of the school. The efficient handling of data is also essential to ensure that
there is consislency and continuity where there are changes of personnel within the school
and board of management.

[ Other Legal Obligations ]

Implementation of this palicy takes inlo account the schoal's other legal chiigations and
rasponsibiliies. Some of these are directly relevant to data protection. For example;

* Under Section 9{g) of the Education Act, 1998, the parents of a student, or a student who
has reached the age of 18 years, must be given access to records kept by the schaol
redating to the progress of the student in their education.

* Under Section 20 of the Education (Welfare) Act 2000, the school must maintain a
ragister of 2ll students attending the school.

= Under seclion 20(5) of the Education (Welfare) Act, 2000, a principal |s obliged to notify
certain information relating 1o the child's atiendance in school and other matiers relating
to the child's educational progress 1o the principal of another school to which a student is
transfarring.

* Under Section 21 of the Education (Welfare) Act, 2000, the school must record the
attendance or non-attendance of students regisiered al the school on each school day.



» Under Section 28 of the Education (Welane) Act, 2000, the School may supply Personal
Data kept by i to cerlain prescribed bodies (the Department of Education and Skills, the
Mational Education Welfare Board{from 1™ January 2014 known as TUSLA), the National
Council for Special Education, other Schools, other cenfres of education) provided the
School iz satisfied that it will be used for a “relsvant punposa” (which includes recording a
parson's educational or training history or monitoring their edecationsl or training progress
in order to ascertain how best they may be assisted in availing of aducational of training
apportunities of in developing their educational potential; or for camying out research into
examinations, pariicipation in education and the general effectveness of education or
training).

+« Under Section 14 of the Education for Persons with Special Educational Meads Act, 2004,
the School is required to fumish to the National Councl for Special Education (and its
employees, which would include Special Educational Neads Organisers ("SENOs")) such
information as the Council may from time to time ressonably request.
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Information Act (such as the Deparment of Education and Skills efc.), these records
could be disclosed if 8 request is made to that body.

»  Under Section 26(4) of the Health Act, 1947 a School shall cause all reasonable facilities
(including facilities for obtaining names and addresses of pupis atending the school) o
be given to a haalth aulhority who has served a notice on it of a medical inspection e.g. a
dental inspection.

s  Under Children First: National Guidance for the Profection and Welfare of Chilldren (2011)
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and their staff have responsibiiies io repori child abuse or neglect fo

TUSLﬁ. CPA (or in the avent of an emangency and the unavailability of TUSLA, o An
Garda Siochéna).

* The school is now obliged under the amended Infectious Dissases Regulations 1987 to
provide personal details for the purposes of contaci tracing for Covid 19 infection
contacts. This legiskation fulfils GOPR Article § condiions c,d and & regarding lawfulness
of processing and processing of special categories of personal data is allowed under
Article 9 2 (i). if a Madical Officer of Health who is a Consultant in Public Health Medicine
determines thal lesting is required for people in the school community, the school will
collate the required information and provide it to the HSE.

[ Relatlonship to characteristic spirit of the school

Cara Junior School seeks fo:

= enable each student to develop their full potential

= provide a safe and secure environmant for leaming

=  promote respect for the diversity of values, beliefs, traditions. languages and ways of life
in Society.

= We aim to achieve these goals while respecting the privacy and data protection rights of
sludents, staff, parents/guanrdians and othars who interact with us. The school wishes to
achieve these aims/missions while fully respecting individuals” right o privacy and rights
under the Data Protection Acts.
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Staff Data.
Catagories held,

+ Personnel files containing name, address, date of birth, pps number, contact detads,
payroll number, pension detzils, attendance records, qualifications, references, garda
vetting certs, in-service attendance records, C.V, medical records, interview,
correspendence with BOM, appointment forms,

Purpose held



* For comespondence with Dept. Education payroll, maintaining Wraining reconds for
BOM, comespondance with Med-mark. emergency contact details if needed for
ambulanca/doctor

Location held

« Al files stored in the office in a locked filing cabinet, only secretary/principal have

access to these files.
Security
» Locked filing cabinet, locked office, restricled access by principal/secratary

Student Data

Categories held,

Personal details, school report cards, PsychologySLT/AOT/Physio assessments
Diagnostic reports

Attendance records

Records of studenis who have been exemplion for the study of Irish

Teacher designed assessment instrumeants. Each class leacher implements hsher
own assessment 1o ascertain baseline date or check skill acquisifion.

« CAT GLD assessment files. (Cumiculum Access Tool for General Leaming

Disabilities)

+ |EP, records af meetings with the stakeholders regarding thesa plans

* Records of parmissions/refusals io allow chidren access to community services

outside the school

+« Portfolios of student work @.g. ProjecisiAn and achievements on diagnostic tests.

+ Tusla referrals and comespondenca.

Purpose held,

To assist in enrolment proceduns

To support continuous assessment of students holistic developmant

To inform the teaching process

Agsassment tool

Pupil Online Datsbase information requested by the Depariment of Education and

Skils needs to & maintained in the school and inputied on to the dalabase as

required. The request for information includes ethnicity and cultural origin of parents

and the family religion which may previously not have bean requesiad by the school.

Additional data maybe requested by the Department of Education and skills from time

to time and will be retained with the signed permission slips in the school.

Location held

« Records kept for administrative purposes (with the exception of thosa under the

“Children Firsl Procedures” ane maintained in the Children’s main files in the locked
press in the office on the junior corridor.

* Records related Lo the educational development of the students are kept in a fie in a

locked press in the classroom.
Security
+ Koy to the locked prass on the junior corridor is kept in the Principals office. This
office has a combination lock on the door, access only by principal and secrelary
iffwhen necessary.
+ Teacher's studaent files locked inlo the press. Key kept in Teachers locked drawer
under her desk.
Administrative Data.
Categories hekd,

* Abtendance Reports, Roll Book, Registers, dass files, pupd profie files, ennoiment
applications, baplismal certificate copy (where applicable), birth certificate copy.
Comespordence between parents and teachers
Accident Report book detailing injury and treatment applied
Administration of Medicines Indemnity Forms
mmummnMummwmmmmmm
Incldent reports on behaviour
ABC behaviour forms
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¥ing
= Records kept in ling with Chikdren First Procedures (Child Protection) manually

recorded notes.
+ Copies of CVs and Garda veffing for all subsiitule personnel
= Copies of CVs and Garda vetting of all job applicants

- .



*  Pupil Online Database information requesied by the Department of Education and
Skills neads o & maintained in the school and inputied on o the databasa as
required. The requesi for information includes ethnicity and cultural origin of parents
and the family religion which may previously nol have been requasiad by the school.

Purpose held.
+ Management of school personal, recruitment, substitution elc
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Comrespondence with parents.
Imformn the refemral process to Multi-g for services/suppon for our studenis.
+ To maintain educational reconds of students
Location

+ Records kept in locked filing cabinet in the secretary’s. office.

+ “Children First Procedures” are maintained in the principalls offics
Security

+ Records locked into the filing cabinets in the secretary’s office

= Office door locked

« Child Protection material is locked inlo the filing cabinet in the principal's desk. There
i& a combination lock on the office door.

Board of management Data

Categories held
. Name, address and contact details of each member of the board of management
{including former members of the board of management)
. Records in relation to appoiniments to the board
. Minutes of board of management meetings and comespondance to the board
which may include references to particular individuals.

Purposes:
To enable the Board of Managemeni to operate in accordance with the Education Aci, 1958
and other applicable legistation and fo maintain a record of boand appointments and decisions

Location:
+« Secur filing cabinet in the principal's office

Swecurity:
« manual /database bolth kept
+ Password prolected computer used in the principalls office only.
# Principal's office—{combination locked)

Other records:
Calegories held
Craditors

name

address

comtact details
PPS number
lax delails

bank details and
amount paid.

" & B @ @ 8B % & @

Purposes:

« This information is required for roufine management and adminisiration of the
school's financial affairs including the payment of invoices, the compling of annual
financial accounts and complying with audits and investigations by the Revenue
Commissioners

Location
+ Secure filing cabinet in the secretary’s office
« Database (password protected)

Security:



* Locked filing cabinet, locked office
+« Password protecied computer

Charlty tax-back forms

Catagories of data:

name

addrass

telephone number

PPS number

tax rate

signature and

the gross amount of the donation.
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Purposes held:

+ Schools are antitled to avail of the scheme of tax relisf for donations of monay they
recaive. To claim the relief, the donor must complele a certificate (CHY2) and
forward it 1o the school 1o allow it to claim the grossed up amount of tax associated
with the donation. The information requesied on the appropiate cerfificate is the
parent's name, address, PPS number, tax rale, lelephone number, signature and the
gross amount of the donation, This is retained by the school in the case of audit by
the Revenue Commissioners

Locatlon:
« Securs filng cabinet in the sacretary's office
+ Database (password proteciad)

Security
+« Password protected
+ Locked filing cabinet

CCTV imagesirecordings
Categories:
+ CCTV is installed in Cara Junior School, exiemally Le. perimeter wallsfencing as
detalled in the CCTV Policy. These CCTV systems may record images of staff,
sludents and members of the public who visit the premises.

Purposas:
+ Safety and security of staff, students and visitors and 1o safeguard school property
and equipment.

Lecation:
+ Cameras are located exiemally as detaled in the CCTV Policy. Recording
equipment is located in secretary’s office

Security:

* Access 1o imagesirecordings is restricted to the principal & deputy principal. Tapes,
DWVDs, hard disk recordings are retained for 28 days. except if required for the
investigation of an incident. Imagesirecordings may be viewed or made available o
An Garda Siochana pursuant fo section 8 Data Protection Acts, 1988 and 2003.

| Applying the Data Protection Principles to the Personal Data

This policy will be implemented so as to ensure that all Personal Dafa records held by the
school are obtained, processed, used and retained in sccondance with the following eight
rules of data protection (based on the Data Prolection Acts).

1. Obtain and process Personal Data fairly

The school will ensure that data subjecis (staff, siudents, perents, board of management
members, etc.) are aware, at the time the personal data is being collected, of the following
information:



the name of the school (the “data controller”)

ithe purpose of collecting the data

i pErsORE of calagorias of parsons 1o whaom the data may be disclosed

whather replies to questions asked are obligatory and the consequences of not
praviding replies o those questions

the existence of the right of access to their Personal Data

= the right 10 reclify or delete their data il inaccurate, excessive or processed unfairy

+ any other information which is necessary so that processing may be fair and o
ansure the data subject has all the information that i necessary so 85 1o be aware a3
to how their data will be processed.

The Fresdom of Information Act, 1997 does not apply o schools. Howeaver, if a school has
fumished information to a body covered by the Freedom of information Act (such as the
Department of Education and Skills, eic ), these records could be disclosed if a request is
made to that body.

In the case of Sensilive Personal Daifa, explicitly given consent is required unless consent
may be implied to be given, for example where it & necessany:

. urgently to prévent injury or other damage o the health of a person or 1o prevent
sernous loss or damage to property

. for the purpose of oblaining legal advice or in the course of legal proceedings in which
the person doing the processing s & party or witness

. required by or under any enaciment or by & rule of law or court onder.

2. Use and disclose it only in ways compatible with these purposes

* Under Seclion 28 of the Acl, schools may supply Personal Data, or information
extracted from such data, to other schools or another prescribad body if they are
satisfied thal it will be used in recording the student's educational history, monitoring
the student's educational progress or developing the student's full educational
potential. The bodies which have been prescribed (and 30 can share information)
under Saction 28 are:

*  The Minister for Edwcation and Skills (which includes the Inspectorate and the
Mational Educational Psychological Service (NEPS)

The National Councll for Special Education (MCSE)

The National Educational Welfare Board (NEWE) (now inown as TUSLA)

Each school recognised In accordance with section 10 of the Education Act, 1298
Each place designated by the Minister under section 10 of the Education Act,
1998 to be a centre for education.

Other bodies which will have access where relevant and appropriste to personal data are

« Parents/Guardians
« Past pupils over 18

+ Oocupational Theraplsts, Psychologist or Speech Therapists working with pupils as
clinical support teams.

With the exception of child protection-related data which is governed by “Children First
Guidelines and Procedures 2017, data on attendance, (govemed by Tusla) and parental
authorisation must be provided by parents in the event of data being transfemed to outside
agencies. Outside agencies requesting accass 1o records must do so in writing.
Parents/Guardians of curent pupils seeking data must do 50 in writing.

3. Keap It safe and secure



Sacurity meaasures will ba taken against unauthorised access to, or alteration, disclosure
or destruction of, the data and against their accidental loss or destruction.

4. Keep it accurate, complete and up-to-date: f alieration/comection is required, then a
note of the faci of such authorisation and the aleration{s) 10 be made o any ofiginal
recordidocurmentation should be dated and signed by the person making that change.

5. Ensure that it is adequate, relevant and not excessive: Only the necessary amount of
information required to provide an adeguate service will be gathered and stored
6. Retain it for no longer than is necessary for the purpose or purposes

and roll books are requined to be kept indefinitely within the school.

Pay, taxation and relaled school personnel service records should be refained
indefinitely within the school, a5 advised by DES.

In line with the above, it is suggested thal the day-lo-day orndinary information on
student filas (such as class work, axaminaion results, reporl cards) might, as a
general rule, be retained for a period of seven years after the student has completed
the Senior Cycle andfor reached the age of 18 whichever is the later (ie, 6 years in
which to take & claim, plus 1 year for procesdings io be served on the school).
However, some reconds may need to be retained indefinitely, such as those which
relate to more sensitive or controversial matiers such as:

child-safeguarding issues

reports to the HSEMAN Garda Siochéna
accidents/personal injuries invahding school

accidents occuming on school property, on School trips (ski trips, etc.) or in
relation to school activities (sports matches eic)
gllegations of bullying or harassment

Disciplinary records, eic.

These reconds may include data which give additional information and background in
relation to particular incidents, including:

incident report logs
cofmespondance 1o stalutory bodies
notes of meetings

comespondence with parenis
dassroom noies

playground notes and

teacher noles

7. Give a copy of their Personal Data to that individual on request.
8, Keep It only for one or more specified, axplicit and lawful purposes.

The information will be kept for the duration of the individuals time in the school,
Thereafter, the school will comply with DES guidelines on the siorage of personal
data and sensitive parsonal data relating to a student

The school will comply with both DES guidelines and the requirements of the
Revenue Commissioners with regand to the rstention of records relating 1o
employees.

Personal details obtained for the purposes of contact tracing of visitors to the school
during the Covid 19 pandemic will only be retained fior a month following thair visil to
tha school and then shall be destroyed, This allows the incubation period for the virus
o have passed and the detaills no longer o be neadad for the pumposas for which
they were collected.

Links to other policies and curriculum delivery.



Cur school policies need to be consistent with one another, within the framework of
ithe overall School Plan. Relevanl school policies already in place or being developed
or reviewed, shall be examined with reference fo the Data Prolection Policy and any
implications which it haz for them shall be addressed.

The following policies may be among those considensd:

. Pupil Online Database (POD): Colleciion of the data for the purposes of

mﬂm%hhﬂwdEmﬂ%m database.
Child Pratection Proceduras

+ Ant-Bullying Procedunes

. Code of Behaviour

+ Enrolment Policy

. ICT Acceptable Usage Policy

+ Assessment Policy

Special Educational Neads Policy

Critical Incident Policy

Attendanca Policy

Intimate Care Policy

Administration of First Aid Policy

Cara Junior School Covid 19 Response Plan

Processing in line with a Data processors rights

Data i this school will be processed in lne with the data subject's rights. Data
subjects have a right ta:

* Know what personal data the school is keeping on them

. Request access to any data held about them by & dats controller

. Prevenl the processing of their data for direci-marketing purposes

. Ask to have inaccurate data amended

. Ask to have data erased once il is no DNgEr NecEsEary of imalevant.

Data Procassors

Where the school outsources o a data processor off-sile, & & required by law to have
a written confract in place.

Personal Data Breaches

All incidents in which personal data has besn put al risk musl be reported o the
Office of the Data Protection Commissioner within 72 hours

When the personal data breach is likely 1o resull in a high nsk to the nghts and
freedoms of natural persons, the BolM must communicate the personal daia breach to
the data subject without undue delay

If a data processor becomes aware of a personal data breach, it must bring this fo the
attention of the data controlier (Bo) without uncdue delay.

Dealing with a data access request

Individuals are entitied lo a copy of their personal data on writhen reguest

The individual is entitled to a copy of their personal data

Reguest must be responded to within one month. An exiension may be requined e.g.
over holiday periods

Mo fee may be charged except in exceptional crcumstances where the requests are
repetithve or manifestly unfounded or excessive

No personal data can be supplied relating to another individual apart from the data
subject

Providing information over the phone.
An employes dealing with telephone enquirkes should be careful about disclosing any
mu-mmwmmwhm In particular, the employes

. Ask that the caller pul their request in writing



. Refer the request 1o the Principal for assistance in cifficult situations
. Mot feal forced into disclosing personal informalion

| Arrangements, Roles and Responsibilities

The Board of Managamenl is the data controller of all school held data. The Principal and
school staff, under direction of the Board will implement and monilor this policy. Individual
taachars will design, administer and record in-class testing and ane responsible for the secune
storage of all personal data held in their classroom. The Principal will ensure records are
maintained and stored securely. The Principal will ensure that personal data is only shared
with authorised and identified bodies within this policy.

| Ratification & Communication

The Schoal's agreed Data Protection Policy will ba circulated within the School community.
The enlire staff will be made familiar with the Data Prolecion Policy and ready to put it into
practice in accordance with the spacifiad implamentation arrangemeants. .

Parents/guardians and students will be informad of the Data Protection Policy from the time of
enralment of the student

| implementation Date

» Original policy was implemented from 060672018 following ratification at the Board of
Management meeling of 57 June Mary Filzgerald as Chairperson,
+« Reavizad policy was implamentad from 10/11/2020 folliowing ratification at the Zoom

Board of Management meeting of 9" Movember 2020 with Seamus Feehan as
Chairperson.

[Monitoring the Implementation of the Policy

=  The impiementation of this policy will be monitored by the Principal/Deputy Principal

[Reviewing and Evaluating the Policy

The policy will be reviewed on an annual basis taking the following points into consideration,

* Requests for access to Personal Dals are deall with effecively
+ Personal Data records ane accurate
Parsonal Dala records are held securety

Pevsonal Data records ara retained only for as long as necassary.

HOPOVY, o

Seamus Feehan  Chalrperson "™ Movember 2020

Raview as required with changes fo GDPR legislation or school working practicas . Minimum
review date school year 2024-25



